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PRIVACY POLICY 

Effective Data: 28th January 2021 

 

This privacy policy applies to all information collected through the mobile application, 
‘Acute COVID’ (the ‘App’).  The policy explains how your data may be processed 
through the App and what rights you have in relation to that data. 

Please read the following carefully to understand how your data will be processed.  If 
you do not want your data to be used as set out in this privacy policy, you should not use 
the App. 

 

TABLE OF CONTENTS: 

PART I: INTRODUCTION 

PART II: GDPR 

1: Terms 
2: The Data Protection Principles 
3: The Rights of Data Subjects 

PART III: ACUTE COVID DATA PROCESSING 

4: Personal Data 
5: Automatically Collected Information 
6: Legal Basis for Data Processing 
7: Third Parties 
8: GDPR Rights and Acute Covid 
9: Transferring Personal Data to a Country Outside the EEA 
10: Data Breaches 

PART IV: MISCELLANEOUS 

11: Policy Changes 
12: Policy Implementation 
13: Contact  



page 2 
 

tm 2 - acute covid, privacy policy, 28jan21.docx, GV, 28/05/21 www.imagineear.com 

PART I: INTRODUCTION 

‘Acute COVID’ is provided by Imagineear Ltd (‘the Company’) (“we”, “our”, “us”) and was 
commissioned by the Chelsea and Westminster Hospital NHS Foundation Trust. 
Imagineear Ltd are registered in the United Kingdom under company No. 06887633 and 
have our registered office at The Compton Rooms, Fulham Palace, London, SW6 6EA.  
We are registered with the Information Commissioner under the reference ZA13 0648. 

Imagineear Ltd recognises that it has a regulatory responsibility to protect the personal 
and sensitive data of data subjects, including staff, suppliers, clients and partners.  We 
are committed to the protection of this data as an integral part of our business and 
operating methods, only ever using it in accordance with the Data Protection Act 2018 
and the General Data Protection Regulation 2016/679 (GDPR). 

We are committed not only to the letter of the law, but also to the spirit of the law and 
place high importance on the correct, lawful, and fair handling of all personal data, 
respecting the legal rights, privacy, and trust of all individuals with whom we deal. 

We endeavour to: 

• Comply with and/or exceed all relevant regulatory requirements; 
• Continually monitor and improve the secure protection of data; 
• Incorporate data security factors into business decisions; and 
• Increase employee awareness and training. 

This Policy sets out the obligations of Imagineear Ltd and its subsidiaries, regarding data 
protection and the rights of clients, suppliers and business contacts (“data subjects”) in 
respect of their personal data under the GDPR.  This includes but is not limited to the 
collection, processing, transfer, storage and disposal of personal data.  The procedures 
and principles set out herein will be followed at all times by the Company, its employees, 
agents, contractors, or other parties working on behalf of the Company. 

 

PART II: GDPR 

1. Terms 

The GDPR relates to the processing of personal data. 

Personal Data ‘any information relating to an identified or identifiable natural 
person’ - Article 4(1) 

 
Identifiable Natural 
Person 

‘one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person’ - 
Article 4(1) 
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Processing ‘any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by 
automated means’ - Article 4(2) 

2. The Data Protection Principles 

The GDPR sets out the following principles with which we will comply.  Should any 
personal data be processed by us, it will be: 

• Processed lawfully, fairly, and in a transparent manner in relation to the data 
subject. 

• Collected for specified, explicit, and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes.  Further 
processing for archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes will not be considered to be 
incompatible with the initial purposes. 

• Adequate, relevant, and limited to what is necessary in relation to the purposes 
for which it is processed. 

• Accurate and, where necessary, kept up to date.  Every reasonable step will be 
taken to ensure that personal data that is inaccurate, having regard to the 
purposes for which it is processed, is erased, or rectified without delay. 

• Kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data is processed.  Personal 
data may be stored for longer periods insofar as the personal data will be 
processed solely for archiving purposes in the public interest, scientific or 
historical research purposes, or statistical purposes, subject to implementation 
of the appropriate technical and organisational measures required by the GDPR 
in order to safeguard the rights and freedoms of the data subject. 

• Processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction, or damage, using appropriate technical or 
organisational measures. 

3.  The Rights of Data Subjects 

The GDPR sets out the following rights applicable to data subjects: 

• The right to be informed 
• The right of access 
• The right to rectification 
• The right to erasure (also known as the ‘right to be forgotten’) 
• The right to restrict processing 
• The right to data portability 
• The right to object 
• Rights with respect to automated decision-making and profiling 
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PART III: ACUTE COVID DATA PROCESSING 

4. Personal Data 

No personal data is requested, required or otherwise processed by the Acute COVID 
app. 

5. Automatically Collected Information 

For the purposes of analytics, we automatically collect data when you use the App 
through certain in-app trackers.  We do not use data to make automated decisions or 
use profiling. 

The types of data collected may include the number of users, new users, specific pages 
visited and the length of page visit.  The purpose of this is to monitor and evaluate usage 
of the App in order to measure its effectiveness and improve its functionality. 

This type of data is fully anonymised and does not constitute personal data. 

6. Legal Basis for Data Processing 

All data processed by us is done so either with your consent, to comply with laws, to 
provide you with services, to protect your rights, or to fulfil business obligations. 

7. Third Parties 

We share data with the following third parties: 

• Google Analytics: in order to process anonymous usage data. 

For more information on the use of Google Analytics and how it collects and processes 
data, please see the page ‘How Google uses data when you use our partners’ sites or 
apps’ at www.google.com/policies/privacy/partners/.  We have agreed to not assist or 
permit any third party to pass information to Google that Google could use or recognise 
as personally identifiable information. 

We confirm that the above third parties share our commitment to protecting your privacy 
and rights relating to your personal information. 
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8. GDPR Rights and the Acute COVID App 

We process no personal data through the App and do not use automated decision-
making or profiling.  Consequently, the rights contained in the GDPR do not apply in 
relation to your use of the Acute COVID app. 

9. Transferring Personal Data to a Country Outside the EEA 

We have implemented appropriate technical and organisational security measures 
designed to protect the security of any personal information we process.  However, 
please remember that we cannot guarantee that the internet itself is 100% secure.  
Although we will do our best to protect your personal information, transmission of 
personal information to and from our Apps is at your own risk.  You should only access 
the services within a secure environment. 

Once we have received your information, we will use strict procedures and security 
features to try to prevent unauthorised access.  We will notify you as soon as possible if 
we have reason to believe that there are any security breaches affecting your personal 
data.  We do not accept liability for any unintentional disclosure that occurs due to a 
security breach of our systems or facilities. 

The Company may from time to time transfer (‘transfer’ includes making available 
remotely) personal data to countries outside of the EEA. 

The transfer of personal data to a country outside of the EEA will take place only if one 
or more of the following applies: 

• The transfer is to a country, territory, or one or more specific sectors in that 
country (or an international organisation), that the European Commission has 
determined ensures an adequate level of protection for personal data; 

• The transfer is to a country (or international organisation) which provides 
appropriate safeguards in the form of a legally binding agreement between 
public authorities or bodies; binding corporate rules; standard data protection 
clauses adopted by the European Commission; compliance with an approved 
code of conduct approved by a supervisory authority (e.g.  the Information 
Commissioner’s Office); certification under an approved certification mechanism 
(as provided for in the GDPR); contractual clauses agreed and authorised by 
the competent supervisory authority; or provisions inserted into administrative 
arrangements between public authorities or bodies authorised by the competent 
supervisory authority; 

• The transfer is made with the informed consent of the relevant data subject(s); 
• The transfer is necessary for the performance of a contract between the data 

subject and the Company (or for pre-contractual steps taken at the request of 
the data subject); 

• The transfer is necessary for important public interest reasons; 
• The transfer is necessary for the conduct of legal claims; 
• The transfer is necessary to protect the vital interests of the data subject or 

other individuals where the data subject is physically or legally unable to give 
their consent; or 
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• The transfer is made from a register that, under UK or EU law, is intended to 
provide information to the public and which is open for access by the public in 
general or otherwise to those who are able to show a legitimate interest in 
accessing the register. 

10. Data Breaches 

All personal data breaches must be reported immediately to the Company’s Data 
Protection Officer. 

If a personal data breach occurs and that breach is likely to result in a risk to the rights 
and freedoms of data subjects (e.g. financial loss, breach of confidentiality, 
discrimination, reputational damage, or other significant social or economic damage), the 
Data Protection Officer will ensure that the Information Commissioner’s Office is 
informed of the breach without delay, and in any event, within 72 hours after having 
become aware of it. 

In the event that a personal data breach is likely to result in a high risk (that is, a higher 
risk than that described above) to the rights and freedoms of data subjects, the Data 
Protection Officer will ensure that all affected data subjects are informed of the breach 
directly and without undue delay. 

Data breach notifications will include the following information: 

• The categories and approximate number of data subjects concerned; 
• The categories and approximate number of personal data records concerned; 
• The name and contact details of the Company’s data protection officer (or other 

contact point where more information can be obtained); 
• The likely consequences of the breach; 
• Details of the measures taken, or proposed to be taken, by the Company to 

address the breach including where appropriate, measures to mitigate its 
possible adverse effects. 

 

PART IV: MISCELLANEOUS 

11. Policy Changes 

This Privacy Policy may change from time to time when necessary to reflect customer 
feedback, changes in our programme, projects and services or legal changes. 

When we post changes to this policy, we will revise the “Effective Date” at the start of the 
privacy policy.  We will assume you accept such changes if you continue to use the App.  
Except when we tell you otherwise, all amended terms shall automatically be effective 
immediately when posted. 

We reserve the right to add, change, suspend or discontinue the App, or any aspect or 
feature of the App, without notice or liability. 

If, at any point, you do not agree to any portion of the then-current version of the Privacy 
Policy, you must immediately stop using the App.  
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12. Policy Implementation 

This Policy will be deemed effective as of the Effective Data stated at the beginning of 
this Policy.  No part of this Policy will have retroactive effect and will thus apply only to 
matters occurring on or after this date. 

13. Contact 

Questions, comments and requests regarding this privacy policy are welcomed and 
should be addressed to our Data Protection Officer, Andrew Nugée, by email at 
andrewnugee@imagineear.com, by phone at 020 3954 3514, or by post to: 

Imagineear Ltd 
Andrew Nugée 
The Compton Rooms, 
Fulham Palace, 
London, SW6 6EA 
United Kingdom 


